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Background

PATIENT-LED

Web-based surveys involving self-reported questionnaires are vulnerable to fraudulent responses. Advancements in Time 1 Ti me ? Table 1: Lessons learned and recommendations to prevent and identify fraudulent,
artificial intelligence (Al) and bots have introduced additional challenges to preventing and identifying fraudulent responses including bot-generated, responses to online web-based questionnaires
to online questionnaires, including in Long COVID research. UL s /‘\
Jan 11-12, 2024 Type of Strategy
n=3638 responses received o Lessons Learned Recommendations for Researchers (Prevention or

Mitigation)

To describe our experiences with fraudulent responses, strategies for prevention and identification, and lessons learned gf;e;gggao;;g ;;'m;n';::‘"ew Sent 450 Time 2 Perform a review of the current literature, connect with Prevention
when conducting a web-based survey with adults living with Long COVID. > =P invitations Original Time Two Launch cher résearChefS performing Web-b_ased surveys, and
Time One Jan 18-March 27, 20_24 liaise with the relevant Re.search Etholcs Board about th.e
M et h O d S [ Retained n=450/3638 (12%) responses n=711 responses received newest threats an.d effective strategies before you design
and launch an online survey.

Study Design: Longitudinal web-based survey, with online administration of a self-reported questionnaire on O O i;ﬁ?’;‘:‘:g;j;:’y G e DL Inquire about and evaluate the info-security technology Prevention
. . . . . %) responses :
Qualtrics at two timepoints (Time One and Time Two), one week apart. . Screened out by Code Review 252/474 (53%) wer';_ <60% complete employed by survey software when selecting the
i . = , , , , - - 3322/3638 (91%) responses platform to administer your online survey (ex: RedCAP,
Inclusion Criteria: Adults (218 years old) in Canada, Ireland, the United Kingdom, and the United States, who : 769/3322 (23%) were <80% complete - . Qualtrics, SurveyMonkey, etc.). Invest in survey software
self-identify as living with Long COVID. E d>) 240f7101r|{93|:j)lT|me Two tained with rigorous info-security technology.
) _ n= %) responses retaine
Recruitment: Led by Long COVID community groups (COVID Long Haulers Support Group Canada, Long COVID Pre-print of article. © ' +Sent 35 additional Survey-Design and |Employ bot-detection features embedded in survey Prevention
Advocacy Ireland, Long COVID Physio, Long Covid Support UK, Patient-Led Research Collaborative) using social media, ; T':"e one _ Time 2 invitations New Time Two Launch Implementation to | software prior to launching web-based questionnaires.
, . , : L n=316/3638 (9%) responses retained ) ) _
emails, and word of mouth. Participants were offered a S40 CAD (or equivalent) e-gift card token of appreciation. March 29-Feb 26, 2024 Reduce and Identify |For example:
. . 2 n=23 responses received Fraudulent and Bot- |® CAPTCHA;
Time 1 Time Generated Responses |® Prevent multiple responses from same IP address;
Initial Launch of Time 1 Questionnaire Screened out by Code Review e Software-specific bot-detection (info-security)
0/23 (0%) were <60% complete : : — : : ——
Design questionnaire items to identify bots and Mitigation

New Time Two fraudulent actors. For example:

3638 Responses Received in 24h ]
n=12/23 (52%) responses retained e Honeypots;

v e Repeated questions;
f N .
ResearcgaE:T;:s;)erd (REB) Tailor screening criteria to the characteristics of the Mitigation
~ ' o Time One Launch target population (ex: cognitive differences, intellectual
REB Amendment Submitted Feb 19-Sept 12, 2024 disabilities, age-related factors, language barriers).
— January 30, 2024 n=1025 responses Recruitment Avoid recruitment in public social media groups. Prevention
@ | Human Review (manually assessed the quality of responses, one-by-one, Emailedlink toTime 2 Questionnaire ) Strateglef. e Engage community leads in tailored and targeted Prevention
% for indicators of potential fraudulent responses) of Responses to Time 1 to email addresses associated with valid Time 1 Responses :j;f?g;g E’;l;;ft;TenggEsszIew W[:EchZiSeZ ?3':\225 recruitment.
Questionnaire (1 week after Time 1 response received) ° - i ising | i i ] i
; P N 441/543 (81%) were <80% complete Being Disrupted by Avouflc.advertlsmg incentives for completing web-based Prevention
REB Amendment Approved (b Sent 482 Time 2 Eraudulent and Bot- questionnaires.
Jel 1, Al > Time One invitations Time Two Launch Generated Responses
f \ © =482/1025 (47%) tained . Mar 27-Oct 27, 2024 - - - T
New Strategies for Preventing Fraudulent Responses: g n= o) responses retaine n=547 responses received Shut down corrupted links as quickly as possible. Mitigation
* Altered recruitment (no mention of token of appreciation; no posting recruitment or links in open social media groups) Responding to Communicate with the Research Ethics Board about the Mitigation
* Improved data.collecnon tools (ho.neypot questions; dc_:uble verlflcatlc.)n qgestlons} Screened out by Code Review Disruptions Caused | disruption and strategies to mitigate the impacts of the
% Weekly screening of responses using code developed in R (Code Review) ) 170/547 (31%) responses by Fraudulent and | disruption.
. ’l' Emailed link to 35/170 (21%) were <60% complete Bot-Generated Use a combination of both manual (Human Review) and Mitigation
. Applied Code Review to all responses Time 2 Questionnaire Responses automated methods to screen for potentially fraudulent
including the original 3638 responses received for the . Time Two
Time 1 Questionnaire to 35 responses that failed the Human ; ' responses.
Review but passed the Code Review * n=377/547 (69%) responses retained
. — | | | | Conclusions
Re-launched Time 1 Questionnaire Reviewed all Time One - Total Responses Retained Time Two - Total Responses Retained
N e responses with n=798/4663 (17%) n=629/1281 (49%)
(¥ Emailed link to code developed : . . ST : : We developed a series of recommendations to prevent and mitigate risks of fraudulent
> Time 2 Questionnaire . Figure Legend - BLUE: Questionnaire administration. RED: Screening out fraudulent responses. GREEN: Responses retained. , : : - :
" . . . ) inR and bot responses in web-based survey research involving persons living with Long
© Weekly Code Review to email addresses associated with valid (Code Review)' WHITE: Actions between questionnaire administration. . .
g Time 1 Responses COVID. Lessons learned and recommendations may be applicable to researchers
(1 week after Time 1 response received) We received 4663 responses for Time One and 1281 responses for Time Two, of which we retained 798/4663 (17%) and conducting web-based surveys across other conditions.
629/1281 (49%).
_ Closed questionnaire links: Oct 27, 2024 Strategies for preventing fraudulent responses: enabling info-security features in survey software, shutting down ACkﬂOWlEdg HES
Retained all responses that passed the Code Review _ : N _ _ _ . _ . _ . _
compromised survey links, avoiding recruitment via public social media pages, and removing mention of incentives from
. . . . . . . . : : Canadian Institutes of Health Research (CIHR), Emerging COVID-19 Research Gaps and
Figure Legend - BLUE: Questionnaire administration. RED: Disruption by fraudulent responses. REB amendment. recruitment materials. Priorities Funding Opportunity (Funding Research meger #: GA4-177753, 160 IFE)Igin Street b&q
Screening out fraudulent responses. WHITE: Actions between questionnaire administration. Strategies for identifying fraudulent responses: monitoring response completion durations, time stamps, geolocation, and Ottawa, Ontario, Canada, K1A OW9). -
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*Code Review: we converted our Human Review into rules that were coded using R screening tor suspicious email address characteristics and duplicates. Rehabilitation (CRC 2022-00510). Canadn stuesofnsturs d echeche




